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A B S T R A C T
Inventory matching is a widely used financial mechanism that market makers offer to clients to protect
their trading intentions from the public market. A fundamental problem with traditional inventory
matching is that it reveals clients’ trading information to the market maker. To solve this problem,
J.P. Morgan AI Research proposed PrimeMatch, a privacy-preserving inventory matching framework.
Nonetheless, PrimeMatch suffers from two inefficiencies: (1) its communication overhead scales rapidly
with the size of the stock universe; (2) its communication overhead is amplified due to the repeated
comparison computation in its secure minimum protocol. In this paper, we propose FilterMatch,
an efficient privacy-preserving inventory matching framework via communication optimization.
Specifically, (1) we propose a two-stage matching mechanism to reduce the overhead caused by
unmatched stocks, making it insensitive to stock universe size; (2) we design a novel secure three-
way comparison protocol to reduce the overhead caused by comparison, avoiding the repeated
computation. Experimental results demonstrate that FilterMatch achieves a 20.22× ∼ 108.17×
reduction in communication size and a 3.32× ∼ 8.63× speedup in runtime compared to PrimeMatch.

1. Introduction
Inventory matching is a widely used financial mecha-

nism that market makers offer to clients to protect their
trading intentions from the public market [1]. Specifically,
each client first sends to the market maker (e.g., banks or
brokerages) a trading list containing their trading intentions.
Then, the market maker locates the matched ones and ex-
ecutes the trades internally. This process allows clients to
avoid adverse price impact triggered by publicly exposed
trading intentions.

Although inventory matching presents a private alterna-
tive to public market matching, it inevitably exposes clients’
trading information to the market maker. The market maker
could infer clients’ investment strategies from their submit-
ted trading lists and exploit this knowledge for profit. More-
over, concentrating all trading lists at a market maker makes
it vulnerable to single-point-of-failure events. Any insider
abuse, infrastructure breakdown, or security breach could
lead to large-scale disclosure of clients’ trading records.

To solve this problem, J.P. Morgan AI Research proposes
PrimeMatch [1], the first framework deployed in the financial
production environment [1]. In PrimeMatch, each paired client
sends their trading lists to the market maker in encrypted
form. Then, through the joint execution of a secure com-
parison protocol, only the minimum of the intended trading
quantities for each stock of mutual interest is revealed to the
market maker.
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PrimeMatch, however, suffers from two inefficiencies as
follows: (1) Its communication overhead scales rapidly with
the size of the stock universe. In the case of a stock universe
with 10,000 stocks, it takes about 16 minutes for two clients
to finish a complete matching process. Such latency could
be unacceptable. Specifically, PrimeMatch requires clients to
submit an intended trading quantity for each stock in the
universe (using 0 for the uninterested stocks). Determining
the executed trading quantity requires running the secure
minimum comparison protocol for each stock, resulting in
a huge communication overhead. (2) Its communication
overhead is amplified due to the repeated comparison com-
putation in its secure minimum protocol. Typically, a single
comparison direction that only computes ‘greater-than’ (or
‘less-than’) is insufficient for ensuring symmetric disclosure
for both paired clients. It is required to distinguish three
cases (greater than, less than, equal to) to inform each client
whether any of its intended quantity remains after trades. To
achieve this, PrimeMatch directly computes two comparison
outputs in opposite directions within its secure minimum
protocol.

In this paper, we propose FilterMatch, an efficient privacy-
preserving inventory matching framework via communica-
tion optimization. We overcome the two aforementioned
shortcomings through the following two optimizations: (1)
We propose a two-stage matching mechanism. In the first
stage, we verify the zero equality of the intended trading
quantity for each stock. If it holds, we can skip that stock and
save an invocation of the secure comparison protocol. In the
second stage, we proceed to compute the trading quantities
for the remaining stocks, which are of mutual interest of both
clients. Since the mutually interested stocks are relatively
sparse compared to the entire stock universe, the first-stage
filtering reduces the communication overhead by an order of
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magnitude. (2) We design a new secure three-way compari-
son protocol. Instead of computing two comparison outputs,
the new secure three-way comparison protocol determines
all three cases (greater than, less than, equal to) by replacing
one secure comparison with a lightweight equality test.
Since the secure equality test protocol is much less costly
than the secure comparison protocol, the communication
overhead is reduced by nearly half.

The main contributions of FilterMatch are summarized
as follows:

• We propose a two-stage matching mechanism to make
communication overhead insensitive to the stock uni-
verse size.

• We design a new secure three-way comparison proto-
col to avoid the repeated comparison computation.

Compared to PrimeMatch, our proposed framework
FilterMatch reduces the communication overhead by an
order of magnitude. Specifically, for a complete inventory
matching process, our proposed framework FilterMatch

reduces the communication complexity from 𝑂(𝑢) to 𝑂(𝑚),
where 𝑢 is the size of stock universe and 𝑚 is the number
of matched stocks. For a single round of protocol execution
for each client pair, our proposed framework FilterMatch

reduces the communication complexity from 𝑂(𝑛2) to 𝑂(𝑛),
where 𝑛 is the bit length of the input value. The exper-
imental results demonstrate that FilterMatch achieves a
20.22× ∼ 108.17× reduction in communication size and
a 3.32× ∼ 8.63× speedup in runtime 1. These results show
that FilterMatch is much more efficient and practical for real-
world deployment.
Organization: The rest of this paper is organized as follows.
Section 2 investigates related works. Section 3 presents the
technical preliminaries. Section 4 presents the design of
the proposed framework FilterMatch. Section 6 presents the
experimental evaluation. Section 7 presents a discussion
about future work. Finally, Section 8 concludes the paper.

2. Related Works
2.1. Inventory Matching Frameworks

Inventory matching can be regarded as a special case of
dark pool matching. Dark pool matching refers to matching
buy and sell orders without exposing them to the open
market [2]. The primary difference is that orders in dark
pools contain an acceptable price range, whereas inventory
matching operates at a fixed price. Privacy-preserving in-
ventory matching frameworks [3, 4, 5, 6, 7, 1, 8, 9] are
primarily realized through Homomorphic Encryption (HE),
Differential Privacy (DP) or Secret Sharing (SS) techniques.
Balch et al. [4] propose SecretMatch based on HE. Clients
encrypt their orders locally and submit them to the market
maker. The market maker directly executes order matching

1The source code is publicly available on
https://github.com/ZhengQu7777/PrimeMatch.git.

over the ciphertexts. Polychroniadou et al. [8] propose Atlas-
X based on DP. It adds noise to the market maker’s inventory
list before publishing it to clients. Polychroniadou et al. [9]
propose indifferential privacy based on DP. Clients submit
real orders together with fake orders. The true orders are
revealed only when there is a match. Compared with HE and
DP, SS techniques are more commonly adopted. Cartlidge et
al. [5] propose a multi-server matching architecture. Clients
split their orders into shares and send each share to one
server, so that no single server can reconstruct a complete
order. Da Gama et al. [7] propose a bucket-based matching
strategy. It groups clients’ orders by volume and performs
matching within each bucket. Polychroniadou et al. [1] pro-
pose PrimeMatch. It enables clients to find potential matches
while keeping unmatched trading interests hidden.
Limitations: In general, existing privacy-preserving inven-
tory matching frameworks face challenges in simultaneously
achieving strict privacy and high efficiency. HE-based meth-
ods incur high computation overhead. DP-based methods
only provide relaxed privacy guarantees. SS-based methods
introduce scalability limitations.
2.2. Secure Comparison Protocols

Secure comparison is the core building block of privacy-
preserving inventory matching, which requires determining
the minimum trading quantity. Existing secure comparison
protocols are primarily realized through SS [10, 11, 12, 13,
14], Garbled Circuits (GC) [15, 16, 17, 18, 19, 20], HE
[21, 22, 23], and Function Secret Sharing (FSS) [24, 25,
26, 27]. Mohassel et al. [12] propose ABY3 based on SS.
It converts input values from the form of arithmetic shares
to Boolean shares. Then, a Boolean comparison circuit is
built and evaluated to obtain the comparison result. Wagh
et al. [14] propose SecureNN, which is also built on SS. It
adds random masks to input values and obtains intermediate
values. The comparison result is then computed from these
intermediate values and the masks. Mohassel et al. [16]
propose SecureML based on GC. It encodes each bit of the
input value as garbled labels. The labels are exchanged and
decoded to recover the comparison result. Hu et al. [28]
propose OPERA based on the HE technique. It batches the
input values for multiple comparisons before encryption.
Then, the ciphertexts are evaluated in parallel to obtain the
comparison results. Xing et al. [27] propose a comparison
protocol based on FSS. It generates function keys in an
offline phase. In the online phase, these keys are evaluated on
the input values and return shares of the comparison result.
Limitations: Existing secure comparison protocols are not
tailored for bidirectional comparison in inventory matching.
Directly applying them introduces additional protocol invo-
cations and increases the overall overhead.

3. Preliminaries
3.1. Notation

The notation used throughout this paper is summarized
in Table 1.
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Table 1
Summary of Notation

Notation Description

PPT probabilistic polynomial time
𝜆 the security parameter
𝑢 the size of the stock universe
𝑛 the bit length of the input value
𝑚 the number of interested stocks
[𝑛] 0,… , 𝑛 − 1
𝑃𝑖 the client 𝑖
𝑃 ∗ the market maker
𝑝 the field size
⟨𝑥⟩𝐴𝑖 the additive share held by 𝑃𝑖
⟨𝑥⟩𝐵𝑖 the boolean share held by 𝑃𝑖

3.2. Secret sharing
In this paper, we use two different secret sharing schemes

designed for the two-party setting: the arithmetic sharing
scheme [29] and the boolean sharing scheme [30]. In the
arithmetic sharing scheme, a value 𝑥 ∈ ℤ𝑝 is divided into
two shares ⟨𝑥⟩𝐴0 , ⟨𝑥⟩

𝐴
1 ∈ ℤ𝑝, such that ⟨𝑥⟩𝐴0 + ⟨𝑥⟩𝐴1 ≡ 𝑥

(mod 𝑝). This scheme consists of two algorithms as follows:
1. Sharing. Shr𝐴(𝑥): Given an input 𝑥, the algorithm

samples ⟨𝑥⟩𝐴0 ←𝑅 ℤ𝑝 and computes ⟨𝑥⟩𝐴1 = 𝑥− ⟨𝑥⟩𝐴0
(mod 𝑝). Then, it outputs ⟨𝑥⟩𝐴0 and ⟨𝑥⟩𝐴1 .

2. Reconstructing. Rec𝐴(⟨𝑥⟩𝐴0 , ⟨𝑥⟩
𝐴
1 ): Given input shares

⟨𝑥⟩𝐴0 and ⟨𝑥⟩𝐴1 , the algorithm computes 𝑥 = ⟨𝑥⟩𝐴0 +
⟨𝑥⟩𝐴1 (mod 𝑝) and outputs 𝑥.

In the boolean sharing scheme, a value 𝑥 ∈ ℤ2𝑛 is
divided into two shares ⟨𝑥⟩𝐵0 , ⟨𝑥⟩𝐵1 ∈ ℤ2𝑛 , such that ⟨𝑥⟩𝐵0 ⊕
⟨𝑥⟩𝐵1 ≡ 𝑥. It consists of the following two algorithms:

1. Sharing. Shr𝐵(𝑥): Given an input 𝑥, the algorithm
samples ⟨𝑥⟩𝐵0 ←𝑅 ℤ2𝑛 and computes ⟨𝑥⟩𝐵1 = 𝑥 ⊕
⟨𝑥⟩𝐵0 . Then, it outputs ⟨𝑥⟩𝐵0 and ⟨𝑥⟩𝐵1 .

2. Reconstructing. Rec𝐵(𝑥): Given input shares ⟨𝑥⟩𝐵0and ⟨𝑥⟩𝐵1 , the algorithm computes 𝑥 = ⟨𝑥⟩𝐵0 ⊕ ⟨𝑥⟩𝐵1and outputs 𝑥.
Both secret sharing schemes have the linearity prop-

erty. Linear operations (addition/Exclusive OR, multipli-
cation/AND by a constant) performed on the shares can
directly carry over to the reconstructed secret.
3.3. Commitment scheme

A commitment scheme [31] allows one to make a com-
mitment to a message while concealing its content from
others. A commitment scheme contains two probabilistic
algorithms: Gen(⋅) and Com(⋅, ⋅; ⋅). Given the security pa-
rameter 𝜆, Gen(1𝜆) outputs the public parameter 𝑝𝑝𝑠. Given
the message 𝑚, a random 𝑟 and 𝑝𝑝𝑠, Com(𝑝𝑝𝑠, 𝑚; 𝑟) outputs
the commitment 𝑐𝑜𝑚 of 𝑚. A commitment scheme consists
of the following three phases:

1. Setup phase: A trusted third party runs Gen(1𝜆) and
sends the public parameter 𝑝𝑝𝑠 to the committer and
verifier.

2. Commit phase: The committer chooses a random 𝑟
and the message 𝑚 to be committed. Then the com-
mitter runs Com(𝑝𝑝𝑠, 𝑚; 𝑟) and sends the commitment
𝑐𝑜𝑚 to the verifier.

3. Open phase: The committer sends the random 𝑟 and
the message 𝑚 to the verifier. The verifier checks
whether the equation 𝑐𝑜𝑚 = Com(𝑝𝑝𝑠, 𝑚; 𝑟) holds.

A commitment scheme has two basic properties: the hid-
ing property and the binding property. The hiding property
means every PPT adversary cannot acquire any informa-
tion about the message 𝑚 from the commitment 𝑐𝑜𝑚. The
binding property means every PPT adversary cannot find a
pair of (𝑚0, 𝑟0) and (𝑚1, 𝑟1), such that Com(𝑝𝑝𝑠, 𝑚0; 𝑟0) =
Com(𝑝𝑝𝑠, 𝑚1; 𝑟1). Besides, a commitment scheme can be
homomorphic, which means Com(𝑝𝑝𝑠, 𝑚0 + 𝑚1; 𝑟0 + 𝑟1) =
Com(𝑝𝑝𝑠, 𝑚0; 𝑟0) ∗ Com(𝑝𝑝𝑠, 𝑚1; 𝑟1).
3.4. Coin Tossing Scheme

A coin-tossing (or coin-flipping) scheme [32] allows two
parties to jointly generate a random number. The generated
randomness can be expanded by a pseudorandom generator.
In this paper, the coin-tossing scheme is denoted as Π𝑐𝑜𝑖𝑛. It
is used by the clients to generate a common random seed.

4. Design of FilterMatch

4.1. Overview
As shown in Figure 1, FilterMatch involves two entities:

clients and the market maker. Each client holds a trading list
containing the stock identity 𝑖𝑑, the trading direction 𝑑𝑖𝑟
and the intended trading quantity 𝑛𝑢𝑚. For every possible
stock, the trading list contains two values, corresponding to
the buy and sell directions. A value of 0 in the 𝑛𝑢𝑚 column
indicates the client has no trading interest in that stock and
direction. Before matching, each client submits its trading
list in encrypted form to the market maker, which acts as a
central server. After matching, the market maker obtains the
final quantity to be executed for each matched stock without
accessing the plaintext trading lists.
4.2. Two-Stage Matching Mechanism

The two-stage matching mechanism is formally de-
scribed in Protocol 1. Before the two stages, the market
maker pairs clients in a random order. Each paired client
establishes a secure channel, while the market maker only
relays messages between them. In Stage 1, the market maker
filters out unmatched stocks for which at least one client
has no trading interest. Specifically, each client computes
one interest bit for each stock, indicating whether it has a
nonzero intended trading quantity. Then a secure Boolean
multiplication protocol is run on the two interest bits, and
a result of 1 means that both clients have trading interest
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Client 0
Client 0’s Trading List

Market Maker Client 1

id dir num

AAPL Sell 500

AAPL Buy 0

MSFT Sell 1000

MSFT Buy 0

... ... ...

Before Matching

After Matching

Client 0 Market Maker Client 1

The Trading List

Proposed Matches Proposed Matches

ENCRYPTED

The Trading List

ENCRYPTED

Proposed Matches

ENCRYPTED

The Trading List The Trading List

Proposed Matches

ENCRYPTED

Client 1’s Trading List

id dir num

AAPL Sell 0

AAPL Buy 1000

MSFT Sell 0

MSFT Buy 0

... ... ...

Client 0’s Trading List

id dir num

AAPL Sell 0

AAPL Buy 0

MSFT Sell 1000

MSFT Buy 0

... ... ...

Client 1’s Trading List

id dir num

AAPL Sell 0

AAPL Buy 500

MSFT Sell 0

MSFT Buy 0

... ... ...

Figure 1: Overview of FilterMatch

in this stock. In Stage 2, for the remaining matched stocks,
the market maker and clients run Protocol 2 to determine
the executed trading quantities. The market maker then
executes the corresponding trades. During this process, only
the executed trading quantity is exposed to the market maker.
Upon completion of the trades for the current pair, the market
maker proceeds to the next pair and repeats the process.

Protocol 1: Two-Stage Mechanism
Input: The client 𝑃𝑖(𝑖 ∈ {0, 1}) with the trading list
𝑖 = ⟨(𝑖𝑑𝑘, 𝑑𝑖𝑟𝑘, 𝑛𝑢𝑚𝑘)⟩𝑘∈[𝑢], the market maker 𝑃 ∗

without input.
Output: None

1: 𝑃 ∗ sets the security parameter 𝜆, and 𝑃0 and 𝑃1establish a secure channel using 𝜆.
2: 𝑃0 and 𝑃1 run the coin-tossing scheme Π𝑐𝑜𝑖𝑛together, and obtain a common random seed 𝑠.
3: Stage 1: For each 𝑘 ∈ [𝑢], each 𝑃𝑖 locally

computes an interest bit ℎ𝑖,𝑘, where ℎ𝑖,𝑘 = 1 if
𝗇𝗎𝗆𝑖,𝑘 ≠ 0 and ℎ𝑖,𝑘 = 0 otherwise.

4: For each 𝑘 ∈ [𝑢], 𝑃 ∗, 𝑃0, 𝑃1 run secure Boolean
multiplication protocol on ℎ0,𝑘 and ℎ1,𝑘. Then
𝑃 ∗ obtains 𝑎𝑘 = ℎ0,𝑘 ⋅ ℎ1,𝑘.

5: Stage 2: For each 𝑘 where 𝑎𝑘 = 1, 𝑃 ∗, 𝑃0, 𝑃1run Protocol 2 on 𝗇𝗎𝗆0,𝑘 and 𝗇𝗎𝗆1,𝑘. Then 𝑃 ∗

obtains 𝑐𝑘,0 and 𝑐𝑘,1.
6: For each 𝑘 where 𝑎𝑘 = 0, 𝑃 ∗ directly sets

𝑐𝑘,0, 𝑐𝑘,1 = 0.
7: For each 𝑘 ∈ [𝑢], 𝑃 ∗ sends 𝑐𝑘,0 to 𝑃0, and 𝑐𝑘,1to 𝑃1.
8: Receiving 𝑐𝑘,𝑖 = 1, each 𝑃𝑖 sends its 𝗇𝗎𝗆𝑖,𝑘 to

𝑃 ∗.

4.3. Secure Three-Way Comparison Protocol
As illustrated in Protocol 2, the secure three-way com-

parison protocol takes two unsigned integer values 𝑣0 and 𝑣1as input and outputs two boolean values 𝑐0 and 𝑐1 indicating
whether 𝑣0 ≤ 𝑣1 and 𝑣1 ≤ 𝑣0. This protocol can be divided
into three parts: the equality test (step 1-5), the one-sided
comparison (step 6-11) and the final decision (step 12).
Equality test. This part is designed to verify the equality
of two unsigned integers. For two unequal unsigned integer
values, subtracting one from the other would yield a non-
zero result. We can verify the inequality by checking for the
presence of a ‘1’ for each bit position of the result. In the
three-party computation environment, the clients 𝑃0, 𝑃1 first
perform Boolean secret sharing on their respective values
𝑣0 and 𝑣1. Then each client locally XORs the two Boolean
shares it holds for 𝑣0 and 𝑣1. Finally, 𝑃0 and 𝑃1 permute
the bit sequence using the pre-shared random seed and send
the permuted value to the market maker 𝑃 ∗. The random
permutation step hides the differing bit positions of 𝑣0 and
𝑣1 from 𝑃 ∗. 𝑃 ∗ XORs the two received values and checks if
any bit equals 1; if so, the two inputs are not equal. Compared
to the original protocol, the communication and computation
complexity of three parties are lowered from 𝑂(𝑛2) to 𝑂(𝑛),
where 𝑛 is the bit length of the input values.
Comparison. This part is designed to check whether the
first unsigned value is strictly less than the second. For
two unsigned integer values 𝑣0 and 𝑣1, we search for the
first differing bit downwards from the most significant bit
to the least significant bit. Obviously, the value whose first
differing bit is set to ‘1’ is the larger one. In the three-party
computation environment, clients 𝑃0 and 𝑃1 first perform
additive sharing on each bit of their input values in ℤ𝑝. Then
each client locally computes 𝑤𝑖,𝑗 = ⟨𝑣0[𝑗]⟩ − ⟨𝑣1[𝑗]⟩ and
𝑓𝑖,𝑗 = 1 + 𝑤𝑖,𝑗 + 𝑤𝑎𝑐𝑐𝑢𝑚

𝑖,𝑗 . The constant term 1 forces 𝑓𝑖,𝑗 to
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Protocol 2: Secure Three-way Comparison
Input: The market maker 𝑃 ∗ without input, the client 𝑃𝑖(𝑖 ∈ {0, 1}) with unsigned integer value 𝑣𝑖 ∈ [2𝑛 − 1] and a
common random seed 𝑠.
Output: 𝑃 ∗ obtains 𝑐0 = (𝑣0 ≤ 𝑣1) and 𝑐1 = (𝑣1 ≤ 𝑣0). 𝑃0 and 𝑃1 obtain 𝑐0 and 𝑐1 respectively.

1: (Equality test) Each client 𝑃𝑖 computes a pair of Boolean shares (⟨𝑣𝑖⟩𝐵0 , ⟨𝑣𝑖⟩𝐵1 ) of its input 𝑣𝑖 and sends ⟨𝑣𝑖⟩𝐵1−𝑖to 𝑃1−𝑖.
2: Upon receiving ⟨𝑣1−𝑖⟩𝐵𝑖 from 𝑃1−𝑖, each 𝑃𝑖 computes 𝑐𝑖 = ⟨𝑣𝑖⟩𝐵𝑖 ⊕ ⟨𝑣1−𝑖⟩𝐵𝑖 .
3: Each 𝑃𝑖 generates the same random permutation 𝜋 through the random seed 𝑠.
4: Each 𝑃𝑖 computes 𝑑𝑖 such that 𝑑𝑖[𝑗] = 𝑐𝑖[𝜋(𝑗)] for 𝑗 ∈ [𝑛], and sends 𝑑𝑖 to 𝑃 ∗.
5: 𝑃 ∗ computes 𝑒 = 𝑑0 ⊕ 𝑑1 and sets 𝑎 = 1 if all 𝑒[𝑗] = 0 for 𝑗 ∈ [𝑛] (indicating 𝑣0 = 𝑣1), and 𝑎 = 0 otherwise.
6: (Comparison) Each 𝑃𝑖 computes 𝑣𝑖[𝑗] ∈ {0, 1} for each bit position 𝑗 ∈ [𝑛], such that 𝑣𝑖 = ∑𝑛−1

𝑗=0 𝑣𝑖[𝑗] ⋅ 2
𝑛−1−𝑗 .

7: Each 𝑃𝑖 computes a set of additive share pairs {(⟨𝑣𝑖[𝑗]⟩𝑝𝑖 , ⟨𝑣𝑖[𝑗]⟩𝑝1−𝑖)}𝑗∈[𝑛] and sends the set {⟨𝑣𝑖[𝑗]⟩𝑝1−𝑖}𝑗∈[𝑛] to
𝑃1−𝑖.

8: Upon receiving the set {⟨𝑣1−𝑖[𝑗]⟩
𝑝
𝑖 }𝑗∈[𝑛] from 𝑃1−𝑖, each 𝑃𝑖 initializes 𝑤𝑎𝑐𝑐𝑢𝑚

𝑖,0 = 0 and computes 𝑤𝑖,𝑗 =
⟨𝑣0[𝑗]⟩𝑖 − ⟨𝑣1[𝑗]⟩𝑖, 𝑓𝑖,𝑗 = 1 + 𝑤𝑖,𝑗 + 𝑤𝑎𝑐𝑐𝑢𝑚

𝑖,𝑗 , 𝑤𝑎𝑐𝑐𝑢𝑚
𝑖,𝑗 + = 𝑤𝑎𝑐𝑐𝑢𝑚

𝑖,𝑗 + 22+𝑗 ⋅ 𝑤𝑖,𝑗 by iterating from 𝑗 = 0 to
𝑛 − 1.

9: Each 𝑃𝑖 generates a random permutation 𝜋 and a set of random scalars {𝑟𝑗 ∈ ℤ𝑝}𝑗∈[𝑛] through the random seed
𝑠.

10: Each 𝑃𝑖 computes 𝑔𝑖,𝑗 = 𝑓𝑖,𝜋(𝑗) ⋅ 𝑟𝑗 and sends the sequence (𝑔𝑖,0,… , 𝑔𝑖,𝑛−1) to 𝑃 ∗.
11: 𝑃 ∗ computes 𝑔𝑗 = 𝑔0,𝑗 + 𝑔1,𝑗 (mod 𝑝) for 𝑗 ∈ [𝑛], and sets 𝑏 = 1 if 𝑔𝑗 ≠ 0 for any 𝑗 ∈ [𝑛] (indicating 𝑣0 < 𝑣1),

and 𝑏 = 0 otherwise.
12: (Decision) 𝑃 ∗ computes 𝑐0 = (𝑣0 ≤ 𝑣1) = 𝑎 ∨ 𝑏 and 𝑐1 = (𝑣1 ≤ 𝑣0) = 𝑎 ∨ (1 − 𝑏), and outputs (𝑐0, 𝑐1).

be zero at positions where 𝑣0[𝑗] < 𝑣1[𝑗], i.e., when 𝑣0[𝑗] = 0
and 𝑣1[𝑗] = 1. The term 𝑤𝑎𝑐𝑐𝑢𝑚

𝑖,𝑗 is to ensure 𝑓𝑖,𝑗 equals zero
only at the first position where 𝑣0[𝑗] < 𝑣1[𝑗]. Finally, 𝑃0and 𝑃1 multiply each 𝑓𝑖,𝑗 by a random scalar and permute the
sequence using the pre-shared random seed. This step masks
the first differing position between 𝑣0 and 𝑣1. It is worth
noting that a natural idea is to set 𝑤𝑎𝑐𝑐𝑢𝑚

𝑖,𝑗 as 𝑤2
𝑖,𝑗 . However,

it would break the linearity of the computation. Besides,
setting 𝑤𝑎𝑐𝑐𝑢𝑚

𝑖,𝑗 as 22+𝑗 ⋅ 𝑤𝑖,𝑗 can also avoid the problem of
wrap-around and false positives. For the server 𝑃 ∗, it adds
up the 𝑓𝑖,𝑗 from 𝑃0 and 𝑃1 and checks whether 𝑓𝑖,𝑗 = 0 for
each bit 𝑗. If so, 𝑃 ∗ concludes 𝑣0 < 𝑣1.
Decision. This part is designed to compute the final results
for two clients. The market maker 𝑃 ∗ can obtain 𝑣0 <= 𝑣1and 𝑣1 <= 𝑣0 directly from 𝑣0 = 𝑣1 and 𝑣0 < 𝑣1. Then 𝑃 ∗

sends the results to 𝑃0 and 𝑃1 respectively.
Theorem 1. Let 𝑣0 and 𝑣1 be two unsigned integers in
{0,… , 2𝑛 − 1}. Assume that the field size 𝑝 satisfies

𝑝 > 2 + 4 ⋅ (2𝑛 − 1).

Then Protocol 2 correctly determines whether 𝑣0 ≤ 𝑣1 and
𝑣1 ≤ 𝑣0.

The proof follows the same argument as Theorem 4.4 in
PrimeMatch [1] and is omitted here. The above condition pre-
vents wrap-around in ℤ𝑝 and therefore avoids false positives
during comparison.

5. Security Analysis
5.1. Security Model

We work in the standard semi-honest security model
under an honest-majority assumption. In this setting, all
parties faithfully follow the prescribed protocol while only
attempting to infer additional information from the messages
they observe. Under the honest-majority assumption, the ad-
versary is further restricted to corrupting fewer than half of
the parties. Specifically, we focus on a three-party scenario
comprising two clients and a single market maker. In this
context, the adversary controls at most one party, and no
collusion is possible.

We analyze security following the standard simulation
paradigm [33, 34]. The core idea is that for any adversary
observing the real protocol execution, one can construct
a simulator in the ideal world that reproduces an indis-
tinguishable view using only the input and output permit-
ted by the ideal functionality. If such a simulator exists,
then the adversary cannot learn anything beyond what the
ideal functionality reveals. Hence, real and ideal executions
become indistinguishable to any environment, establishing
simulation-based security under the semi-honest model.
Theorem 2. Protocol 2 securely implements the ideal three-
way comparison functionality 𝖳𝖶𝖢 in the presence of a
static, semi-honest adversary corrupting at most one party.

Proof. We first describe the ideal functionality that the
protocol aims to securely realize.
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Ideal Functionality 𝖳𝖶𝖢

Input. Client 𝑃0 holds 𝑣0 ∈ [2𝑛 − 1], client 𝑃1 holds
𝑣1 ∈ [2𝑛 − 1], and the market maker 𝑃 ∗ has no input.
Output. The functionality computes the comparison
bits

𝑐0 = (𝑣0 ≤ 𝑣1), 𝑐1 = (𝑣1 ≤ 𝑣0),

and outputs 𝑐0 to 𝑃0, 𝑐1 to 𝑃1, and (𝑐0, 𝑐1) to 𝑃 ∗.

Let 𝖵𝖨𝖤𝖶Π
𝑖 (𝑣0, 𝑣1) denote the view of party 𝑃𝑖 during an

execution of Protocol 2, including its input, local random-
ness, and all messages received. Let 𝖮𝖴𝖳Π(𝑣0, 𝑣1) denote
the outputs of the parties. We consider two corruption cases.
Case 1: A corrupted client 𝑃𝑖. Assume without loss of
generality that 𝑃0 is corrupted. Its view consists of:

• its input 𝑣0 and randomness used for Boolean sharing
and additive sharing,

• the Boolean share ⟨𝑣1⟩𝐵0 received during the equality-
test phase,

• the permuted vector 𝑑1 received via 𝑃 ∗,
• the additive shares ⟨𝑣1[𝑗]⟩𝑝0 received during the com-

parison phase,
• and the intermediate values 𝑤0,𝑗 , 𝑓0,𝑗 , 𝑔0,𝑗 computed

locally.
We construct a simulator 𝖲𝗂𝗆0 having access only to 𝑣0and the bit 𝑐0 = (𝑣0 ≤ 𝑣1) supplied by the ideal world.
1. It samples random Boolean shares ⟨𝑣1⟩𝐵0 and gener-

ates random 𝑑1 using a random permutation 𝜋, match-
ing the distribution of the equality-test phase.

2. It computes the bit-decomposition of 𝑣0 and samples
random additive shares ⟨𝑣1[𝑗]⟩𝑝0 uniformly for all 𝑗.

3. Using these random values and fresh randomness for
𝜋 and {𝑟𝑗}, it locally computes 𝑤0,𝑗 , 𝑓0,𝑗 , 𝑔0,𝑗 exactly
following the protocol.

4. It outputs the simulated view
𝖵𝖨𝖤𝖶0 =

(

𝑣0, randomness, ⟨𝑣1⟩𝐵0 , 𝑑1, (⟨𝑣1[𝑗]⟩𝑝0)𝑗 ,
(𝑤0,𝑗)𝑗 , (𝑓0,𝑗)𝑗 , (𝑔0,𝑗)𝑗

)

.

Since Boolean shares and additive shares are information-
theoretically independent of 𝑣1, and all other values are
deterministic functions of locally simulated randomness and
𝑣0, we have

𝖵𝖨𝖤𝖶0 ≡ 𝖵𝖨𝖤𝖶Π
0 (𝑣0, 𝑣1),

establishing perfect simulation.
Case 2: The corrupted market maker 𝑃 ∗. In the real
protocol, 𝑃 ∗ receives:

• the vectors 𝑑0 and 𝑑1 from the equality-test phase,
• their XOR value 𝑒 = 𝑑0⊕𝑑1 and the bit 𝑎 = (𝑣0 = 𝑣1),
• the masked values (𝑔0,𝑗)𝑗 and (𝑔1,𝑗)𝑗 from the compar-

ison phase,
• the combined values 𝑔𝑗 = 𝑔0,𝑗 + 𝑔1,𝑗 mod 𝑝 and the

bit 𝑏 = (𝑣0 < 𝑣1).
From the protocol structure:
• 𝑑0 and 𝑑1 are uniformly random except that 𝑒 is all-

zero iff 𝑣0 = 𝑣1,
• each 𝑔𝑗 is uniformly random in ℤ𝑝 except for the

zero/non-zero pattern determined by 𝑏.
The simulator 𝖲𝗂𝗆∗ receives (𝑐0, 𝑐1) from the ideal func-

tionality and recovers 𝑎 = (𝑐0 ∧ 𝑐1) and 𝑏 = 𝑐0 ∧ (1 − 𝑎).
It then simulates:

1. random 𝑑0, 𝑑1 (and thus 𝑒) consistent with the bit 𝑎,
2. random 𝑔𝑗 ∈ ℤ𝑝 with zero/non-zero pattern consistent

with 𝑏,
3. random additive decompositions 𝑔𝑗 = 𝑔0,𝑗 + 𝑔1,𝑗 mod

𝑝.
The simulated view 𝖵𝖨𝖤𝖶∗ is identically distributed to

the real-world view 𝖵𝖨𝖤𝖶Π
∗ (𝑣0, 𝑣1).

Combining the above two cases, we obtain that for
any semi-honest adversary corrupting at most one party,
there exists a polynomial-time simulator that reproduces the
adversary’s view using only the input/output of the ideal
functionality. Therefore, Protocol 2 securely realizes 𝖳𝖶𝖢in the semi-honest model.

6. Evaluation
6.1. Experiment Setting
Implementation: We implement FilterMatch and the PrimeMatch

baseline in C++. Both frameworks are conducted in a three-
party setting with two clients and one server. Each party
is simulated by a separate process. The computation of
additive shares is performed over the prime field ℤ𝑝. In
our implementation, the trading quantity is represented as
a 32-bit unsigned integer, i.e., 𝑛 = 32. As formalized
in Theorem 1, the field size should satisfy 𝑝 > 2 + 4 ⋅
(232 − 1) = 17, 179, 869, 182. Therefore, we choose the
prime field size 𝑝 = 17, 179, 869, 209 and use uint64

to represent field elements. Our implementation utilizes a
thread pool for each party to parallelize the computation
across different stocks. Our implementation is intended as
a proof-of-concept to focus on the efficiency of the core
protocols. Therefore, practical deployment considerations,
such as identity authentication, are considered out of scope
and ignored here.
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Table 2
Total sent bytes (KB), total received bytes (KB), runtime (ms) in WAN and runtime (ms) in LAN of FilterMatch vs. PrimeMatch

for varying stock universe size with fixed number of mutually interested stocks.

Framework
Stock Universe Size

2000 4000 6000 8000 10000
Server Client Server Client Server Client Server Client Server Client

Total Sent Bytes FilterMatch
4.02

(0.97×)
46.10

(33.22×)
7.93

(0.98×)
61.73

(49.61×)
11.84

(0.99×)
77.35

(59.39×)
15.74

(0.99×)
92.98

(65.87×)
19.65

(0.99×)
108.60

(70.50×)
PrimeMatch 3.91 1531.25 7.81 3062.50 11.72 4593.75 15.62 6125.00 19.53 7656.25

Total Received Bytes FilterMatch
46.57

(44.29×)
24.82

(20.22×)
62.20

(66.32×)
34.59

(29.02×)
77.82

(79.51×)
44.36

(33.95×)
93.45

(88.28×)
54.12

(37.10×)
109.07

(94.55×)
63.89

(39.28×)
PrimeMatch 2062.51 501.95 4125.01 1003.91 6187.51 1505.86 8250.01 2007.81 10312.51 2509.77

Runtime in WAN FilterMatch
387.79
(3.58×)

347.57
(3.89×)

478.53
(4.58×)

403.96
(5.24×)

517.99
(5.73×)

409.93
(6.99×)

590.84
(6.28×)

450.61
(7.92×)

660.13
(6.63×)

486.86
(8.63×)

PrimeMatch 1388.82 1350.66 2189.44 2117.01 2970.53 2864.28 3708.84 3567.17 4373.64 4200.67

Runtime in LAN FilterMatch
88.01

(3.32×)
53.34

(4.81×)
163.00
(3.54×)

93.06
(5.43×)

228.90
(3.74×)

128.03
(5.86×)

309.86
(3.65×)

172.54
(5.75×)

370.55
(4.05×)

200.31
(6.63×)

PrimeMatch 292.14 256.48 576.28 505.04 855.39 750.79 1130.89 992.81 1499.44 1327.37

Table 3
Total sent bytes (KB), total received bytes (KB), and runtime (ms) of FilterMatch vs. PrimeMatch for varying number of mutually
interested stocks with fixed stock universe size.

Framework
Number of Mutually Interested Stock

20 40 60 80 100
Server Client Server Client Server Client Server Client Server Client

Total Sent Bytes FilterMatch
11.76

(1.00×)
57.04

(80.54×)
11.80

(0.99×)
67.20

(68.36×)
11.84

(0.99×)
77.35

(59.39×)
11.88

(0.99×)
87.51

(52.49×)
11.91

(0.98×)
97.66

(47.04×)
PrimeMatch 11.72 4593.75 11.72 4593.75 11.72 4593.75 11.72 4593.75 11.72 4593.75

Total Received Bytes FilterMatch
57.20

(108.17×)
34.32

(43.88×)
67.51

(91.65×)
39.34

(38.28×)
77.82

(79.51×)
44.36

(33.95×)
88.13

(70.21×)
49.38

(30.50×)
98.45

(62.85×)
54.39

(27.69×)
PrimeMatch 6187.51 1505.86 6187.51 1505.86 6187.51 1505.86 6187.51 1505.86 6187.51 1505.86

Runtime in WAN FilterMatch
619.32
(4.80×)

512.25
(5.59×)

523.14
(5.68×)

417.00
(6.87×)

517.98
(5.73×)

409.06
(7.00×)

532.34
(5.58×)

425.90
(6.73×)

534.76
(5.55×)

426.93
(6.71×)

PrimeMatch 2970.53 2864.28 2970.53 2864.28 2970.53 2864.28 2970.53 2864.28 2970.53 2864.28

Runtime in LAN FilterMatch
229.40
(3.73×)

125.18
(6.00×)

232.24
(3.68×)

130.03
(5.77×)

225.25
(3.80×)

124.28
(6.04×)

231.49
(3.70×)

131.98
(5.69×)

234.19
(3.65×)

132.67
(5.66×)

PrimeMatch 855.39 750.79 855.39 750.79 855.39 750.79 855.39 750.79 855.39 750.79

Environment: All experiments are conducted on a ded-
icated Linux server running Ubuntu 20.04.6 LTS (Focal
Fossa) with Linux kernel version 5.15.0-139-generic. The
machine is equipped with two Intel(R) Xeon(R) Silver
4210R CPUs @ 2.40 GHz, each providing 10 physical cores
and 20 hardware threads, for a total of 40 hardware threads,
and 1 TiB of RAM. Both clients and the server in our three-
party protocol are instantiated as separate processes on the
same machine and communicate over the loopback interface
(127.0.0.1). To emulate a Wide-Area Network (WAN) en-
vironment, we use the Linux traffic control tool ‘tc’ on the
loopback device. In this configuration, we attach an HTB
queuing discipline, which throttles the available bandwidth
to 50 Mbps. We also employ netem to introduce a 20 ms
one-way delay with 5 ms jitter. Finally, the settings include
a 0.1% packet loss rate and a queue limit of 250 packets.
In contrast, the Local-Area Network (LAN) environment
corresponds to running over the unshaped loopback interface
without additional delay or bandwidth limits.
Baseline: To ensure a fair comparison, we evaluate FilterMatch

against a semi-honest implementation of PrimeMatch ’s core
secure comparison protocol. This baseline follows the same
security model as FilterMatch and excludes the additional
mechanisms required for malicious security, such as MAC-
based checks, consistency checks, commitments, or zero-
knowledge proofs.

Workload: The protocol efficiency is mainly determined
by two workload factors: the stock universe size 𝑢 and the
number of mutually interested stocks 𝑚. Specifically, 𝑢 and
𝑚 dictate the communication overhead of the equality test
and the comparison of Protocol 2, respectively. Other fac-
tors are not separately considered here. To reflect practical
financial scenarios, we set 𝑢 and 𝑚 according to the practical
scale reported by PrimeMatch, which has been deployed in
production at J.P. Morgan.
6.2. Efficiency Evaluation

The efficiency evaluation considers two cases: varying
the stock universe size with the fixed number of mutually
interested stocks (Table 2), and varying the number of mutu-
ally interested stocks with fixed stock universe size (Table 3).
For both cases, we evaluate the performance of the server
and client sides using four key metrics: total sent and re-
ceived bytes, and runtime in WAN and LAN environments.
We vary the stock universe size from 2000 to 10000 to reflect
the typical scale of real-world trading. Additionally, we vary
the number of mutually interested stocks from 20 to 100 to
reflect sparse mutual trading interest. Together, these metrics
comprehensively capture the efficiency of FilterMatch.
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6.2.1. Impact of Varying Stock Universe Size
Total Sent Bytes: On the server side, the total sent bytes are
almost identical for both frameworks. This is because the
server only needs to send the final output (𝑐0, 𝑐1) of Proto-
col 2 to each client, leaving little room for further reduction.
In contrast, on the client side, FilterMatch achieves a marked
reduction over PrimeMatch, ranging from 33.22× at 2000
stocks to 70.50× at 10000 stocks. This is because PrimeMatch

transmits all intermediate results as additive secret shares,
whereas FilterMatch utilizes boolean secret shares. The
size of a boolean share is approximately one-sixtieth of an
additive share. FilterMatch uses additive shares only for
those mutually interested stocks, so that the advantage of
FilterMatch becomes more evident as the stock universe size
increases.
Total Received Bytes: On the server side, FilterMatch

achieves a substantial reduction over PrimeMatch, ranging
from 44.29× at 2000 stocks to 94.55× at 10000 stocks.
On the client side, FilterMatch achieves a reduction over
PrimeMatch ranging from 20.22× at 2000 stocks to 39.28×
at 10000 stocks. Both reductions can be attributed to the
use of boolean secret shares in FilterMatch. Furthermore,
a complete inventory matching process typically involves
multiple pairs of clients. In the cases with tens of clients,
the resulting reduction of total received bytes can amount to
tens or even hundreds of GB.
Runtime in WAN: On the server side, FilterMatch achieves
a speedup over PrimeMatch ranging from 3.58× at 2000 stocks
to 6.63× at 10000 stocks. On the client side, FilterMatch

achieves a speedup over PrimeMatch ranging from 3.89× at
2000 stocks to 8.63× at 10000 stocks. This speedup makes
FilterMatch more scalable and efficient in practice.
Runtime in LAN: On the server side, FilterMatch achieves a
limited speedup over PrimeMatch, ranging from 3.32× at 2000
stocks and up to 4.05× at 10000 stocks. This is expected
since LAN environments offer much lower round-trip la-
tency and much higher bandwidth. The communication op-
timization introduced by FilterMatch is weakened, resulting
in a smaller relative speedup. On the client side, FilterMatch
achieves a speedup over PrimeMatch ranging from 4.81× at
2000 stocks and up to 6.63× at 10000 stocks. This advantage
is also less pronounced than that in WAN environments for
the same reason.
6.2.2. Impact of Varying Number of Mutually

Interested Stocks
Total Sent Bytes: On the server side, FilterMatch incurs
more total sent bytes. This is because in FilterMatch, the
server has an additional round of communication in Stage 1
for filtering. This is acceptable since the extra bytes are lim-
ited to several KB. On the client side, FilterMatch achieves
a reduction over PrimeMatch, ranging from 80.54× at 20
mutually interested stocks to 47.04× at 100 mutually in-
terested stocks. PrimeMatch processes every stock uniformly,
regardless of whether it is of interest. In contrast, FilterMatch
invokes an expensive secure comparison sub-protocol (part 2
of Protocol 2) for every mutually interested stock. Therefore,

Table 4
Client-side total sent/received bytes and runtime in LAN/WAN
under varying values of security parameter 𝜆.

Security Parameter 𝜆 Total Sent
Bytes (KB)

Total Received
Bytes (KB)

WAN Runtime
(ms)

LAN Runtime
(ms)

80 77.41 44.42 667.24 259.90
112 77.42 44.42 661.11 257.87
128 77.42 44.43 662.44 259.25
192 77.43 44.43 664.16 261.40
256 77.43 44.44 665.87 260.67

the advantage of FilterMatch diminishes as the number of
mutually interested stocks increases. However, FilterMatch
still maintains a substantial advantage within the tested
range.
Total Received Bytes: On the server side, FilterMatch

achieves a reduction over PrimeMatch, ranging from 108.17×
at 20 mutually interested stocks to 62.85× at 100 mutually
interested stocks. On the client side, FilterMatch achieves a
reduction over PrimeMatch, ranging from 43.88× at 20 mu-
tually interested stocks to 27.69× at 100 mutually interested
stocks.
Runtime in WAN: On the server side, FilterMatch achieves
a speedup over PrimeMatch ranging from 4.80× to 5.73×.
On the client side, FilterMatch achieves a speedup over
PrimeMatch ranging from 5.59× to 7.00×.
Runtime in LAN: On the server side, FilterMatch achieves
a speedup over PrimeMatch ranging from 3.65× to 3.80×.
On the client side, FilterMatch achieves a speedup over
PrimeMatch ranging from 5.66× to 6.04×.
6.3. Sensitivity to Security Parameter 𝜆

To evaluate the efficiency of FilterMatch under different
values of the security parameter 𝜆, we vary 𝜆 among 80,
112, 128, 192, and 256 and keep all other experimental
settings fixed. Table 4 reports the client-side results under
different values of 𝜆. The main reason is that the security
of FilterMatch relies on information-theoretic hiding rather
than computational hardness assumptions. Therefore, 𝜆 is
used only for secure channel encryption, which incurs one-
time and limited communication overhead. Changing 𝜆 has
little effect on the overall efficiency. The server-side results
follow the same trend and are omitted for brevity.
6.4. Ablation Evaluation

To evaluate the contribution of each optimization in
FilterMatch, we incorporate the two-stage mechanism (TS)
and the new three-way comparison protocol (TC) into
PrimeMatch separately. The two resulting variants, denoted as
PrimeMatch-TS and PrimeMatch-TC, are evaluated alongside
the original PrimeMatch with respect to total sent bytes,
total received bytes, and runtime in LAN and WAN. As
shown in Figure 2 and Figure 3, across both the server and
client sides, the two-stage mechanism provides the dominant
improvement among the four metrics, particularly for the
total sent and received bytes. The new three-way comparison
protocol offers an auxiliary improvement mainly in terms
of the runtime. The two-stage mechanism ensures that
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Figure 2: Server-side runtime in LAN/WAN and total sent/received bytes of PrimeMatch-TS, PrimeMatch-TC, and FilterMatch.
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Figure 3: Client-side runtime in LAN/WAN and total sent/received bytes of PrimeMatch-TS, PrimeMatch-TC, and FilterMatch.

the computation and communication costs are no longer
proportional to the size of the entire stock universe, but
instead scale only with the number of mutually interested
stocks, which greatly improves the efficiency and scalability.
The new three-way comparison protocol further halves the
communication and computation costs from the algorithmic
level. Although its impact is less pronounced than that of
the two-stage mechanism, it still provides a meaningful
improvement.

7. Discussion and Future Work
Extension to Malicious Security. In the malicious adver-
sary model, both clients and the market maker may deviate
from the protocol specification. The client may send incon-
sistent intermediate results, and the market maker may return
manipulated final results. Preventing such behaviors can
be achieved by integrating commitment schemes and zero-
knowledge proofs into the current framework. Each client
can make commitments to its input values and use zero-
knowledge proofs to ensure the consistency of intermediate
results. The market maker can then verify the commitments
and proofs before computing the final results. This requires
a separate security proof and performance evaluation. We
leave malicious security as future work.

Extension to Range-Based Matching. FilterMatch can also
be extended to support range-based order specifications,
where each participant provides a minimum and maximum
acceptable quantity rather than a single value. Similar to
the range mechanism in PrimeMatch, FilterMatch can sup-
port range-based orders by running the secure comparison
protocol twice—once on minimum thresholds and once on
full quantities. This design keeps unmatched or partially
matched ranges hidden and preserves the same privacy guar-
antees, enabling FilterMatch to accommodate more expres-
sive trading constraints without modifying the core protocol.
Extension to Two-Party Setting. In the two-party setting,
the market maker directly matches its own inventory against
the client’s orders. There is no independent intermediary
to assist in the computation. Both parties must learn the
matched stocks without leaking their full trading interests.
The secure three-way comparison protocol needs to be re-
designed. One possible direction is to use homomorphic en-
cryption to let both parties evaluate matching over encrypted
orders. We keep this setting outside the scope of the current
work.

8. Conclusion
In this paper, we propose FilterMatch, an efficient privacy-

preserving inventory matching framework, and optimize the
Zheng Qu: Preprint submitted to Elsevier Page 9 of 11
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communication overhead in two ways: (1) We present a two-
stage matching mechanism to make the overhead insensitive
to the stock universe size. (2) We design a new secure
three-way comparison protocol to avoid repeated compar-
ison computations. Experimental results demonstrate that
FilterMatch achieves a 20.22× ∼ 108.17× reduction in
communication size and a 3.32× ∼ 8.63× speedup in
runtime compared to PrimeMatch.
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